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Dersin Adi

Course Name

Kriptolojideki Sayilar Teorisi Problemleri

Computational Number Theory Problems in Cryptography

Ders Seviyesi
Kodu Yariyih Kredisi AKTS Kredisi (Course Level)
(Code) (Semester) (Local Credits) (ECTS Credits)
HBM5XXE Guz 3 7.5 YL
(Fall (M.Sc.)

Lisansusti Program
(Graduate Program)

Hesaplamali Bilim ve Miihendislik Yiiksek Lisans Programi
(Computational Science and Engineering Masters Programme)

Dersin TUrl
(Course Type)

Ingilizce
English

Dersin Dili
(Course Language)

Segmeli
(Elective)

Dersin icerigi
(Course Description)

30-60 kelime arasi

Sayilar teorisindeki kriptoloji ile alakali problemler, sayilar teorisinde yeni arastirma sonuglari, Sayilar
teorisinde kavramlar (polinom aritmetigi, eliptik egri gruplari ve eliptik egri gruplarinda grup islemleri),
Latisler ve 2 mertebeli formlar), Carpanlara ayirma ve asal belirleme algoritmalar

Theoretical problems related to current cryptosystems, recent research and developments on the subject,
number theoretical tools (polynomial arithmetic, elliptic curve groups, arithmetic in elliptic curve groups,
lattices and quadratic forms), algorithms used in practice for primality test and integer factorizations

Dersin Amaci
(Course Obijectives)

Maddeler halinde 2-5 adet

1. Sayilar teorisindeki kriptoloji ile alakali problemlerin 6gretilmesi.

2. Sayilar teorisindeki aygitlarin, iki mertebeli formlar, eliptik egriler vb. tanitilmasi.

3. Tam sayilar/moduler/eliptik egrilerinin aritmetiginde kullanilan algoritmalarin ve ¢arpanlara ayirma
algoritmalarinin 6gretilmesi.

1. Teach number theoretical problems, which are related to crypto systems.

2. Introduce number theoretical tools such as quadratic forms, elliptic curves.

3. Teach the algorithms used in practice for integer/modular/elliptic curve arithmetic and integer
factorization.

Dersin Ogrenme
Ciktilar

(Course Learning
Qutcomes)

Maddeler halinde 4-9 adet

Bu dersi bagariyla tamamlayan yiiksek lisans/doktora 6grencileri asagidaki konularda bilgi, beceri ve
yetkinlik kazanirlar;
Sayilar teorisindeki kriptoloji ve kodlama teorisi sorularini 6grenmis olur.
Latislerdeki ve 2 mertebeli formlardaki grup islemlerini yapabilmeli.
Eliptik egrilerini ve eliptik egri gruplarindaki grup islemlerini 6grenmis olmali.
Carpanlara ayirma, asal belirleme ve kok bulma vb. i¢in kullanilan algoritmalar kullanabilmeli.
Bilgisayar ortaminda sorulart ¢ozmede kendini gelistirmis olmali.
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M.Sc./Ph.D. students who successfully pass this course gain knowledge, skill and competency in the
following subjects;
Learn the main problems in number theory related to cryptography and coding theory.
Be able to perform operations in lattices and quadratic forms,
Comprehend elliptic curves and arithmetic in elliptic curve groups.
Be able to implement main algorithms for integer factorization, primality test, square roots etc.
Gain skills to solve problems in computer environment.
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Kaynaklar
(References)

En 6nemli 5 adedini belirtiniz

1) R. Crandall, C. Pomerance, Prime Numbers: A Computational Perspective,

2nd Edition, Springer, 2005.

2) H. Cohen, A Course in Computational Algebraic Number Theory, Springer,

2000.

3) L. Washington, Elliptic Curves: Number Theory and Cryptography, 2"

Edition, 2008.

4) H. Cohen, G. Frey, Handbook of Elliptic and Hyperelliptic Curve

Cryptography, CRC Press, 2

005.

5) D. Cox, Primes of the Form x2+ny2: Fermat, Class Field Theory, and

Complex Multiplication, Wi

ley, 2013.

Odevler ve Projeler

(Homework & Projects)

7 HOMEWORKS AND 2 PROJECTS

Laboratuar Uygulamalar:

(Laboratory Work)

Bilgisayar Kullanimi

(Computer Use) Dersinizde
kullnadiginiz yazilim ve simulasyon

C, C++, PARI, SAGE. MAGMA.

programlari yazilabilir

C,C++,PARI, SAGE, MAGMA

Diger Uygulamalar

(Other Activities)

Basar:1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler
(Activities)

Adedi*
(Quantity)

Degerlendirmedeki Katkisi, %
(Effects on Grading, %)

Y1l i¢i Sinavlan
(Midterm Exams)

1

20%

Kisa Smavlar
(Quizzes)

Odevler
(Homework)

30%

Projeler
(Projects)

10%

Donem Odevi/Projesi
(Term Paper/Project)

Laboratuar Uygulamasi
(Laboratory Work)

Diger Uygulamalar
(Other Activities)

Final Sinavi
(Final Exam)

%40

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Dersin
Hafta Konular Ciktilan
1 Sayilar Teorisinde Problemler (ikiz Asal, Golbach conjecture, Fermat Sayilari, The Riemann zeta 1
Fonksiyonu, Dirichlet L- Fonksiyonu)
2 Sayilar teorisi aygitlart (Moduler Aritmetik, polinom aritmetigi, kare kesfi) 1
3 Eliptik egrileri, eliptik egri gruplarinda hesaplama 1,3,5
4 Polinomlari ¢arpanlarina ayirma, karekok bulma ve Polinom koku bulma. 1,4,5
5 Dogrusal cebir algoritmalar1 (Gaussian Elimination, dogrusal sistemlerin ¢dziimii, determinant 1,5
hesaplama)
6 Kafesler ve 2 mertebeli formlar (Gram-Schmidt ortogonallestirmesi, Kafes azaltma algoritmalari 1,2,5
7 Asal ve asal olmayan sayilar1 belirleme: Basit bdlme yontemi, s6zde asallar. 1,4,5
8 Asal say1 belirleme: n-1 ve n+1 ydntemleri, Gauss toplamu. 1,2,4,5
9 Jacobi toplami ve AKS test 1,4,5
10 Ustel carpanlara ayirma algoritmalart: Pollard p-1 yontemi, bebek adimi, dev adimi, 2 mertebeli 1,2,4,5
formlar ve carpanlara ayirma
11 2 mertebeli elek yontemi 1,2,4,5
12 Sayilar alani elek yontemi 1,2,4,5
13 Eliptik egrilerinde islemler: eliptik egri asal belirleme yontemi 1,3,4,5
14 Eliptik egrileri ¢carpanlara ayirma yontemi 1,3,4,5
COURSE PLAN
Course
Weeks Topics Outcomes
1 Problems in Number Theory: Twin primes, Golbach conjecture, Fermat numbers, The 1
Riemann zeta function, Dirichlet L-function.
2 Number-Theoratical Tools: Modular arithmetic, polynomial arithmetic, square detection. 1
3 Elliptic Curves, computing in elliptic curve groups. 1,3,5
4 Polynomial factorization, square roots and polynomial roots. 1,4,5
5 Linear algebra algorithms: Gaussian Elimination and solving linear systems, computing 1,5
determinants.
6 Lattices and Quadratic Forms, The Gram-Schmidt orthogonalization procedure, lattice 1,2,5
reduction algorithms.
7 Recognizing primes and composites: Trial division, Sieving, pseudoprimes. 1,4,5
8 Primality proving: the n-1 and n+1 tests, Gauss sums test. 1,2,4,5
9 Jacobi sum test and AKS test 1,4,5
10 Exponential factoring algorithms: Pollard p-1 method, Baby steps, giant steps, binary 1,2,4,5
quadratic forms and factoring.
11 Subexponential factoring algorithms: Quadratic sieve factorization method 1,2,4,5
12 Number field sieve method 1,2,4,5
13 Elliptic Curve Arithmetic: Elliptic curve primality proving 1,3,4,5
14 Elliptic curve method for factorization 1,3,4,5

NOT-1: Ders plani, sadece hafta bazinda islenen ders konularimi icermeli, ara ve

kisa sinavlar ders planlarina yazilmamahdir.




Dersin Hesaplamah Bilim ve Miihendislik Programuyla iliskisi

Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢iktilar)

Katki
Seviyesi

1

2 |3

Lisans duzeyi yeterliliklerine dayali olarak, Hesaplamali Bilim ve Mihendislik
Programindaki bilgilerini uzmanlik dizeyinde gelistirebilme ve derinlestirebilme (yeterli
bilgi birikimi) (bilgi).

Alaninin iligkili oldugu disiplinler arasi etkilesimi kavrayabilme (bilgi).

Alaninda edindigi uzmanlik dizeyindeki kuramsal ve uygulamali bilgileri
kullanabilme(beceri).

Alaninda edindigi bilgileri farkl disiplin alanlarindan gelen bilgilerle bittinlestirerek
yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

Alanini ile ilgili karsilasilan sorunlari arastirma yontemlerini kullanarak ¢éztimleyebilme
(beceri).

Vi.

Alanini ile ilgili uzmanhk gerektiren bir calismayl bagimsiz olarak yurutebilme (Bagimsiz
Calisabilme ve Sorumluluk Alabilme Yetkinligi)

Vii.

Alani ile ilgili uygulamalarda karsilasilan ve éngérulemeyen karmagsik sorunlarin ¢ézimd
icin yeni stratejik yaklasimlar gelistirebilme ve sorumluluk alarak ¢ézum Uretebilme
(Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

viii.

Alanindaki glincel gelismeleri ve kendi ¢alismalarini, nicel ve nitel veriler ile
destekleyerek, alanindaki ve alan digindaki gruplara, yazili, s6zli ve goérsel olarak
sistemli bicimde aktarabilme (lletisim ve Sosyal Yetkinlik).

Bir yabanci dili en az Avrupa Dil Portféyl B2 genel diizeyinde kullanarak s6zIl ve yazili
iletisim kurabilmek (Iletisim ve Sosyal Yetkinlik).

Alaninin gerektirdigi diizeyde bilgisayar yazilimi ile birlikte bilisim ve iletisim teknolojilerini
ileri diizeyde kullanabilme (lletisim ve Sosyal Yetkinlik)

Xi.

Alani ile ilgili verilerin toplanmasi, yorumlanmasi, uygulanmasi ve duyurulmasi
asamalarinda toplumsal, bilimsel, kiiltirel ve etik degerleri gbzeterek denetleyebilme ve
bu degerleri 6gretebilme (Alana Ozgii Yetkinlik).

Xil.

Alani ile ilgili konularda strateji, politika ve uygulama planlari gelistirebilme ve elde edilen
sonuglari, kalite stregleri gergevesinde degerlendirebilme (Alana Ozgii Yetkinlik).

Xiii.

Alaninda 6zumsedikleri bilgiyi, problem ¢6zme ve/veya uygulama becerilerini,
disiplinlerarasi caligmalarda kullanabilme (Alana Ozgii Yetkinlik).

Xiv.

Hesaplamali Bilim ve Muhendislik Programinda, kendi ¢alismalarini, alanindaki
uluslararasi platformlarda, yazili, s6zIU ve/veya goérsel olarak aktarabilme (Alana 6zgii
yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Computational Science and Engineering Program

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in the Computational Science and Engineering
program’s area, based upon the competency in the undergraduate level (sufficient
knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to one’s area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in the
area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from
the area and the knowledge from various other disciplines (skill).

Solving the problems faced in the area by making use of the research methods (skill).

Vi.

The ability to carry out a specialistic study related to one’s area independently.
(Competence to work independently and take responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems
arising in the practical processes of one’s area and coming up with solutions while
taking responsibility (Competence to work independently and take responsibility).

viil.

Systematically transferring the current developments in the area and one’s own work
to other groups in and out of the area; in written, oral and visual forms
(Communication and Social Competency).

Proficiency in a foreign language —at least European Language Portfolio B2 Level- and
establishing written and oral communication with that language (Communication and
Social Competency).

Using the computer software together with the information and communication
technologies efficiently and according to the needs of the area (Communication and
Social Competency).

Xi.

Paying regard to social, scientific, cultural and ethical values during the collecting,
Interpreting, practicing and announcing processes of the area related data and the
ability to teach these values to others (Area Specific Competency).

Xii.

Developing strategy, policy and application plans concerning the subjects related to
the area and the ability to evaluate the end results of these plans within the frame of
quality processes (Area Specific Competency).

Xiii.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

Xiv.

In the Computational Science and Engineering program, the ability to present one’s
own work within the international environments orally, visually and in written forms

(Area Specific Competency).

1: Little, 2. Partial, 3. Full

NOT-2: Ders ile ilgisi olmayan ciktilarin bos birakilmasi gerekmektedir.

Diizenleyen (Prepared by) Tarih (Date) Imza (Signature)




